Background: This study attempted to present a framework and appropriate techniques for implementing risk management (RM) in executive levels of healthcare organizations (HCOs) and grasping new future research opportunities in this field. Methods: A scoping review was conducted of all English language studies, from January 2000 to October 2018 in the main bibliographic databases. Review selection and characterization were performed by two independent reviewers using pretested forms. Results: Following a keyword search and an assessment of fit for this review, 37 studies were analyzed. Based on the findings and considering the ISO31000 model, a comprehensive yet simple framework of risk management is developed for the executive levels of HCOs. It includes five main phases: establishing the context, risk assessment, risk treatment, monitoring and review, and communication and consultation. A set of tools and techniques were also suggested for use at each phase. Also, the status of risk management in the executive levels of HCOs was determined based on the proposed framework. Conclusion: The framework can be used as a training tool to guide in effective risk assessment as well as a tool to assess non-clinical risks of healthcare organizations. Managers of healthcare organizations who seek to ensure high quality should use a range of risk management methods and tools in their organizations, based on their need, and not assume that each tool is comprehensive.
Introduction
Given the World Health Report (2000) , the significance of healthcare organizations (HCOs) has grown in global health discourse. 1 However, in the last decade, HCOs have faced two contradictions: first, healthcare costs have increased due to population aging, the introduction of advanced technologies, and increased medical errors. 2, 3 On the other hand, HCOs have become more complicated due to such factors as efficient customers, biomedical developments, the complexity of services and an increasing number of healthcare users. 2, 3 Therefore, demand for healthcare is significantly higher than the human capacity and resources available in healthcare departments. 4 Corresponding to these limits, three interventional approaches have been developed at various levels of the HCOs: (i) quality management, (ii) risk management, and (iii) patient safety. 5 In particular, risk management (RM) is a process-oriented method providing a structured framework for identifying, assessing, and reducing risk at appropriate times for HCOs. 6 RM approach protects healthcare providers against unfavorable incidents. 7 This way, RM plays a major role in shrinking uncertainties and enhancing rich opportunities for different areas of the health system. 8 Development of RM helps HCOs and providers to reduce damage due to the probable occurrence of defective processes through identifying error, rooting, and strategy development. 9 Implementing RM in HCOs improves allocation of health resources, 10 process management, decision-making, reduced organizational losses, 11 patient safety, 11 continuous quality improvement, 2 customer satisfaction, 2 organizational performance, 12 hospital reputation, 11 and better community creation. 2 A general framework for RM needs to be identified before implementing the risk process. This framework determines the strategy of organization for identifying risk, risk assessment, and risk reduction. 13 This strategy outlines how the RM process should be implemented in the organization. It determines the resources that are needed, the key roles and responsibilities for that, the ways risk needs to be identified. It shows how the decision-making process looks like while using those strategies. 13 The available evidence suggests that despite the existence of a large number of RM techniques, a few of them have been employed so far in the HCOs. [14] [15] [16] Risk management is one of the emerging areas in management systems; there are several reports that have provided an overview of risk management inHCOs; however, it is difficult to find studies that have systematically synthesized risk management models at the executive levels of healthcare organizations. [17] [18] [19] This sector is far behind the rest of the industry in terms of using these techniques. Nowadays, there is a consensus in the healthcare sectors that the knowledge, experience, and expertise of other industries in RM can improve the quality of services provided in the healthcare sectors. 3 Therefore, reviewing the selection of RM techniques seems indispensable. These instruments need to be tailored to the complexities of the healthcare system and the causes affecting incidents in this sector. 20, 21 The organizational structure of the healthcare system has been classified into executive, administrative and operational, each of which is exposed to some risks. 22 This limited study aims to identify those risks that happen in executive levels. The study would not consider those risks that may happen in the operational levels of healthcare organizations and can be considered as a clinical risk. Mention should be made that the executive levels of healthcare organizations are the headquarters and deputies of the HCOs that provides counseling and control over healthcare delivery units. 22 Therefore, the aim of this review is to scope published different organizational RM models, identify the strengths and weaknesses of each model, and this way, propose a framework for implementing RM in the executive levels of HCOs.
The applied purpose of this study was to integrate existing research on the various areas of RM cycle (risk identification, risk assessment, & risk management) and ultimately provide a centralized knowledge base for future research in the executive levels of HCOs. It is of note that the executive levels of HCOs are the headquarters and deputies of the HCOs that provides counseling and control over healthcare delivery units.
Methods
The methodological framework of the scope review described below was guided by such methodologies, which have been published elsewhere. 23, 24 Scoping Review Question
The first phase was represented by the definition of the scope of the study in compliance with the objectives and the underlying research hypotheses.
Based on preliminary studies, the research questions developed for scoping review are as follows: RQ1: How are organizational risks identified and categorized within the executive levels of HCOs? RQ2: What is the proposed framework for organizational risk management in the executive levels of HCOs? Also, what is the status of risk management in the executive levels of HCOs based on the proposed framework? RQ3: What techniques and tools are available for implementing organizational risk management in the executive levels of HCOs?
Inclusion and Exclusion Criteria
To obtain and include relevant and important documents to concentrate on, a series of inclusion and exclusion criteria should be defined. The selection of the studies was done according to the following inclusion criteria: (i) Studies on organizational RM and assessment techniques and framework in healthcare organizations or related organizations appropriate for imitation in the healthcare organization; (ii) articles in English; (iii) 2000 to October 2018.
The following studies were excluded: (i) in the format of letters, editorials, news, professional commentaries, and reviews; (ii) without available abstracts or full text or references; (v) Models that cannot be imitated in healthcare organizations; (vi) Published in languages other than English.
Identifying Locating Sources and Relevant Articles
This study was conducted in October 2018 through consulting such databases as Pub Med, ISI, Emerald, Scopus, IEEE, Springer, ProQuest, Cochrane, and Wiley from 2000 to May 2018. The search strategy was the same for all the databases. The identification of the keywords related to the subjects and the objectives of the study are as follows: initially, keywords were identified by the authors through a brainstorming process. The identified keywords were refined and validated by a team composed of two university academic members and two healthcare managers. The search strategy was formulated using Boolean operators. The formula was searched in the field of title and abstract in online databases. The search strings used are shown in Table 1 , a search for each research question was performed. Also, the search was repeated two times with the following search string. In addition, the references were retrieved from the studies included in the first iteration. The keywords of references that matched with the search keywords were chosen.
Study Selection and Data Abstraction
The two authors (YMT and MF) independently performed level 1 (titles and abstracts) and level 2 (full article texts) screening forms. All screening and extraction were completed in duplicate. Disagreements were discussed between the two reviewers and a third-party reviewer (R R) was contacted if disagreements could not be resolved. After independent reading of the full texts, the content analyzed and selected the articles that answer the respective research questions. Study quality was not assessed during the scoping review as the objective of a scoping review is to identify gaps in the literature and highlight future areas for systematic review. 23, 24 The required information extracted based on the research questions and placed in the designed templates.
Results
Three thousand five hundred and seventy-four studies were screened, excluded 761 duplicates, 1556 on title review, 1081 on abstract review and 144 in a full-text review. In total, leaving 37 papers (32 papers first iteration on the database and five studies from hand searching) search for critical appraisal. Table 2 shows the flowchart for the study selection.
Characteristics of Articles Reviewed
Bibliographical information about the 36 articles included in this review can be obtained from Table 3 . 
DovePress
According to Table 3 , 11 articles (14.3%) were used to answer the first research question, 30 articles (38.9%) were used to answer questions 2, and finally, 36 articles (46.8%) were used to answer research question 3. (Total papers >36 because each paper may be classified into two or more study types, or may address two or more review questions.) Also, it could be recognized that all but four articles were published in 2009 or later, this is due to the complexity of environment and type of services provided by organizations and, consequently, use of the RM and risk assessment process as a tool for reducing errors and incidents in recent years.
As can be seen in Table 3 , based on the setting of the studies, Europe had the most study with (59.5%) of the authors affiliated with European universities and 
institutions. Asia was the next one with (21.6%) of the studies, followed by America (13.5%), Oceania (2.7%), and Africa with 2.7%. Also, most of the studies examined in developed countries. Thus, at this point, we can already identify a need for more research into risk management in developing countries.
As for design, 2(5.4%) studies were empirical quantitative, 5 (13.5%) empirical qualitative, 12 (32.4%) conceptual/theoretical and 18 (48.7%) mix method.
How are Organizational Risks Identified and Categorized Within Executive Levels of Healthcare Organizations?
Risk identification is usually a necessary condition for later risk management. 25 Given dynamic and complex healthcare organizations, different risk sources can trigger hazardous situations, potentially harming the organization. 36 It is therefore essential to consider as many risk sources as possible within a classification to help participants familiarize themselves with the given system and potential risk sources. 36 Although the study strategy did not focus on risk types of healthcare organizations (see methods), the reviewed studies placed significant emphasis on identifying and discussing a variety of typical risks in similar organizations with healthcare organizations. According to the results of Simsekler et al, risk identification Framework (RID Framework) used to identify risks of the health organizations. 36 The risk identification framework includes a spectrum of inputs (System familiarization), processes (Identification of risks), and outputs (Presentation of the risks) in its structure. 36 Results of the studies, a functional framework for identifying and classifying risks in executive levels of HCOs are presented in Table 4 .
According to Table 4 , risk sources are classified into two categories (internal and external), and risk identification tools classified into two categories (retrospective-prospective and intra-organizationalinter-organizational).
Which Organization RM Framework and Techniques are Used in Executive Levels of Healthcare Organizations?
A stringent risk management process may enable executive levels of HCOs to cope with the risks presented in the previous section. Once risks have been identified, a number of techniques and actions can be selected to address them.
Various models have been used by organizations to assess and manage risk, the results are which are shown in Table 5 . Based on the findings in Table 5 , the risk management framework that are applicable to the executive levels of HCOs are classified into basic models and combined models. In addition, risk management models are divided by cost, time, and complexity. The approaches of risk management models are also divided into qualitative or quantitative, systemic or individual, retrospective or retrospective, and holistic or partial.
According to the studies' results, a simple and comprehensive framework for RM in executive levels of HCOs was suggested. The proposed framework of the present study consists of five phases that its main phases are adapted from the ISO13000 framework. The following is a suggested framework and techniques that can be used to implement risk management processes in executive levels of HCOs. Finally, in Table 5 examines the extent to which risk management based on the key phases of the proposed framework is established in healthcare organizations.
(I) Establishing the context, (II) Risk assessment (risk identification, risk analysis, and risk evaluation), (III) Risk treatment (strategy determination, designing measures and decision-making, planning, and implementation), (IV) Communication and consultation, and (V) Monitoring and reviews.
In the following, RM framework and techniques in executive levels of HCOs for each organization were mentioned.
Establishing the Context (Initiation and Preparations)
The first phase in the risk management process is establishing the context. The context establishment primarily paves the way for the organizational nature of the company such as the project objective and management style or organization culture. In this step, issues such as healthcare organization background, who should conduct the RM process, Identify interested parties, formulate problems, set the objective(s) of RM and Select appropriate methods for RM are reviewed. 43, 59 The organizational RM team should be multidisciplinary and comprised of various specializations, in particular, managers, process owner experts, and RM experts (consultants and facilitators). 25, 33 Also, the number of team members depends on the complexity of organizational issues. 33, 40, 43 
Risk Assessment
The second phase in the risk management process is risk assessment, which involves measuring or estimating the potential frequency of losses and the potential impact of a risk on the organizations' health care. Subsequently, the risks can be ranked according to its importance for the HCOs. In general, the following three steps (risk identification, risk analysis, and risk evaluation) proposed for risk assessment in executive levels of HCOs:
Risk Identification Describing the Process and System Definition
According to the results, there were several methods for outlining risky processes that executive levels of HCOs can use depending on their needs: Textual system description, 8, 41, 53, 59 activity breakdown structure (ABS), 8 radar charts, 34 flow charts, 3, 25, 28, 30, 38, 45, 50, 56, 62 process diagrams, 34, 38, 45, 56, 58 system diagram, 8, 34, 62 integration definition (IDEF), 35 and hierarchical task analysis Diagram (HTA) or task diagram, 26, 28, 35, 42, 57, 62 communication diagram, 56, 62 information diagram, 35, 56, 62, 63 organizational diagram, 35, 56, 62, 63 stakeholder diagrams, 56 swim lane activity diagram, 56 state transition diagram, 56 sequence diagram, 56 and data flow diagram. 56 In general, process description tools are divided into two categories of descriptive tools and process tools. Radar charts, also called Kiviat diagrams, were built in order to visualize initial and residual risks for each kind process. 34 ABS is process-oriented instead of being product-oriented, moreover, this method lacks time dimension. 8 Also, a task diagram is used for describing the hierarchy of operations and plans, system mapping for how data is transmitted through activities, Information diagrams for describing information hierarchies, organizational diagrams for describing organizational roles hierarchy and Communication diagrams for displaying information flows between individuals and Business processes and IDEF for linking between inputs and outputs in organizational activities and resources, and Sequence diagrams for interacting information between stakeholders.
According to Cagliano et al, the flow chart included the name or code of both process phase and activity at issue, actors performing the activity; inputs (information, materials, preliminary actions, orders, etc.); a detailed description of operations required by the activity; duration and frequency; controls to monitor activity progress; tools necessary to perform both the activity and related controls and outputs (other activities, information, and data). 8 Moreover, in Parand et al's study, activities in flow chart classified based on action, retrieval, checking, selection and information, and communication. 28 In general, as the describing the process be stronger, the results of the risk assessment can be more effective.
According to Simsekler et al 36 and Jun et al. 56 Studies, specific types of diagrams were selected by stakeholders as more useful than others in identifying different sources of risks within the given system. In general, employees' perception, the ease of use and usefulness are the main variables for choosing the most optimal system modeling tool.
Risk Identification
After drawing the process flowchart, at this stage, organizational risks or organizational process risks are determined. The applied frameworks for identifying risks in executive levels of HCOs presented in Table 4 .
Cause Identification
Based on some risk assessment models, the effective causes and the root causes of the errors are identified at this stage. Based on the Eindhoven model, the classes of causes error classified into two main categories of latent errors (technical and organizational) and active errors (human errors and other factors). 25 Furthermore, based on the results of some studies, the causes of errors classified in the Institutional context factors, organizational and management factors, work environment factors, team factors, communication factors, individual (staff) factors, training and education factors, equipment factors, task factors, and patient factors. 35, 36 In addition, based on the results of some studies, the Ishikawa cause-effect diagram can be used to determine the sources of errors. 37, 45, 48 
Risk Analysis
At this stage, it is possible to estimate the risk, qualitatively, semi-qualitatively or quantitatively according to the probability of the risk. The following steps considered for risk analysis in executive levels of HCOs.
Risk Estimation (Severity and Consequences and Likelihood Estimation)
At this stage, it is possible to risk estimation according to the probability and severity of risk. There are numerous qualitative, semi-quantitative and quantitative methods that try to estimate individual components of risk for a result to better reflect the reality.
Using verbal descriptors (low, medium, or high), 26 risk weights, 25, 34, 38, 49, 59, 61 encoding, 30, 40, 52, 60, 61 scoring tables, [25] [26] [27] 30, 32, 37 Bayesian methods, 46 Monte Carlo method, 46, 60 and historical data, 49 suggested for estimating the severity and probability of risk in executive levels of HCOs.
In quantitative risk estimation methods (Monte Carlo and Bayesian), activities find a probabilistic form and a distribution function is specified for them. 46, 60 In qualitative risk estimation methods, risks are prioritized based on their potential impacts on project objectives based on qualitative variables. Qualitative methods of risk estimation can either lead to further analysis in quantitative risk estimation or directly to risk response planning. 30, 60 Interview with experts, 32, 53 questionnaire design, 32, 61 Delphi method or expert, 60 and focus group, 38, 44, 46, [49] [50] [51] 53 identified an applied method for risk estimation in executive levels of HCOs.
Risk Presentation
Present-estimated risks based on risk presentation formats, included a single number index (e.g. 1/100,000), 27,37 use failure space vs success space, 54 fuzzy numbers scales, 30, 32, 40, 41, 52, 61 tables (e.g. sizes or bands of fatalities are 1-10, 11-100, and 101-1000), 30, 40 risk matrix, 25, 33, 43, 52, 53, 57 graphs or diagrams (e.g. Frequency-Number (F-N) curve), 35, 46 and maps (e.g. risk contour plot). 45 In sensitivity analysis, the management index (Risk Index x Sensitivity) provided further ranking for those risks that have equivalent Risk Indexes. Given its scope, this analysis may not necessarily constitute an integrated step of risk analysis. 49 
Conclusion
Synthesize information about the main risk elements included risks and their causes and contributing causes, frequency or probability, consequences due to risk, and estimated risks. 49 
Risk Evaluation
Risk evaluation is the process of comparing the results of the risk analysis with the risk evaluation criteria defined during the context establishment to determine whether the cyber-risks are acceptable. In this step, the following steps considered for risk evaluation in executive levels of HCOs.
Select Risk Evaluation Criteria
There was a wide range of qualitative and quantitative risk criteria or standards for evaluation of various types of errors in executive levels of HCOs. Selection of risk criteria may also depend on the results of the risk analysis and how risks are estimated. 60 
Compare Estimated Risks Against the Risk Criteria and Prioritize or Rank Risks
This step concerned with making decisions about prioritization and comparison of risks to be managed, based on the outcomes of risk analysis. 27 A simple method for risk filtering was a Pareto analysis. 26, 30, 58, 60 Moreover, in some studies, decision tree, 25, 28, 49, 57 priority matrix, 25, 30, 35 criticality matrix, 34, 44 Criticality scale, 34, 38, 49, 60 and risk prioritization grid used to determine acceptable and unacceptable risks. 27 Furthermore, simple additive weighting (SAW), 32 and hazard totem pole (HTP) 60 methods can be used as practical and quantitative methods for risk evaluation. SAW was a simple and most applicable multi-attribute decision method which is known as a weighted linear combination or scoring technique. 32 
Risk Treatment
This phase involved defining and implementing actions for mitigating the determined risk level and verifying that the residual risk level is acceptable. 27 
Determine Organization RM Strategies
The four common organization RM strategies options:
(I) Avoid: elimination involves elimination of risks at the source. (II) Reduce: The strategy of risk reduction involves reduction, but not a complete elimination, of the frequency of occurrence of undesirable risks and/or the severity of their consequences. 53, 60 These comprise two fundamental approaches to risk reduction, which were:
• Prevention • Mitigation: Reduce the occurrence probability of the risk or the impact of the risk. I. SHARE (spread or transfers): sharing the risk to another entity and/or function. Risk sharing is carried out in different ways, including risk sharing by insurance and contract, risk transfer and physical transfer. II. Accept: Risk can be retained in cases where it cannot be avoided or transferred. 25, 44, 45, 53, 60 Moreover, theory of problem-solving by an inventive method, 25 Generating Options for Active Risk Control (GO-ARC) Technique 64 and dynamic systems development method (DSDM) 50 used to redesign the process and improve strategies.
In the GO-ARC Technique, risk control options are divided into 5 categories (elimination, design controls, administrative controls, detection/situational awareness, and preparedness). The first three consist of the 3-tiered hierarchy of risk controls. The remaining two, detection/ situational awareness and preparedness help users consider risk controls to reduce the severity of harm or prevent harm in the midst of an on-going systems breakdown; they are aimed at promoting resilience, as opposed to focusing solely on preventing systems breakdowns in the first place. In general, GO-ARC improves the trend of producing risk control options. Use of the Generating Options for Active Risk Control (GO-ARC) Technique can lead to more robust risk control options.
On the other hand, the DSDM framework is complicated to become a general framework for solving task problems. At DSDM, the primary effort is to provide software that is good enough to meet the needs of the business and that it can progress to the next iteration. 50 Additionally, the SWOT matrix with four strategy areas, SO (maxi-maxi) and ST (maxi-mini) and WO (mini-maxi) and WT (mini-mini), was used to determine strategies and corrective actions. 31 
RM Measures and Decision-Making
RM strategies and measures were often difficult to compare and evaluate executive levels of HCOs. The best decision is the one that yields the greatest expected value. The interventions prioritized according to two criteria of their ability to reduce the root causes (interventional power) and perception of their implementation based on what is anticipated (reliability of intervention). 26, 30 The best performance measures can be selected based on criteria such as safety, profitability, quality, efficiency, effectiveness, time, cost, available resources, performance, environmental conditions, and satisfaction. 41, 42, 45, 46, 59 In one study, AHP/ANP and BOCR (benefits, opportunities, costs, and risks) used to select the best RM strategies. 41 
Planning and Implementation
Finally, a plan also defined risk ownership, roles and responsibilities, and time frames to implement mitigation strategies. 45 Risk governance structure was a useful tool for risk assessment planning. In this method, the roles and responsibilities of each employee determined in the RM plans. 39, 40, 45 Moreover, using the pilot study method 43, 59 and simulation, 41, 49 suggested before the implementation in a wide range.
These steps are typically performed as iterative cycles that controlled and triggered by two continuously running activities: risk review and monitoring, communication, and consultation.
Communication and Consultation
Communication and consultation with internal and external stakeholders needed to keep them informed of process outputs and let them provide inputs. 27 Risk-related information should be shared based on appropriate access levels in the exchange organization or between decision-makers and other stakeholders. These should address the issues related to risk itself, its causes, its consequences (if there is information about them), and the measures taken to deal with it.
Communication and consulting with project stakeholders can be a key factor in a favorable execution of risk management and in achieving better results. In practice, regular reporting is of important components of communication that helps senior managers identify the risks they are faced with. Summary reports prepared from risks, in fact reflect the status of the responding guidelines and the trend index of risk occurrence. 59 Work sessions, 29, 59 intranet-based calendars, 59 reports and gatherings, 59 wiki page, 45 and PMBOOK software, 46 are suggested as tools for information exchange in executive levels of HCOs.
Monitoring and Review: (Re-Assessment a Continuous and Cyclic Process)
Effective risk management requires a reporting and reviewing structure in order to ensure that risks are effectively identified and evaluated and responses and controls are in a timely manner. In this phase, policies and following of standards should be regularly verified and the performance of standards should be reviewed to identify improvement opportunities. 27 Various methods such as risk compliance readiness template, 45 risk project update template, 45 data management system, 60 variance analysis, 46 risk reassessment, 46 Wiki page as collaborative workspace, 45 control chart, 43 trend analysis, 46 risk auditing, 39, 46 visual process control, 43 and communication plan 43 recognized to monitor and evaluate the effective and efficient RM cycle in executive levels of HCOs.
By conducting continuous monitoring and reviewing of risk, it is ensured that new risks are being identified and managed, and executive programs are effectively implemented and developed. 46 
Discussion
Given different and dynamic nature of organizations, various frameworks and techniques are used in managing and accessing organization risks. Therefore, recognizing organization RM framework is an important step in RM in executive levels of HCOs. In this study, based on a review of studies, frameworks and tools that can be used to implement organizational risk management in the executive level of HCOs are proposed.
According to the first question of this study, healthcare organizations may be faced with risks that may prevent the mission and achievement of the organization's objectives, so at the first step of risk management, risk resources should be identified with optimal tools. 17 In the present study, using an innovative approach, a framework for identifying and classifying risks in the executive levels of HCOs was proposed. The proposed framework included three steps of input, process, and output.
Input phases considered a spectrum of inputs to help increase understanding of the system, and awareness of potential organization risks that can occur in complex and changeable healthcare systems. 36 Input phases consist of (Risk Sources, 8, 36 Nature of Hazards, 36 and Time). 36 At the process stage, the tools that can be used as intra-or inter-organization and retrospective-prospective in the executive levels of healthcare organizations are determined. 55 Finally, in the presence of the risk stage (output stage), the identified risks were clearly registered in executive levels of HCOs. 8 Using this framework is a helpful guide for managers to identify potential error in the executive levels of HCOs. Based on the results of the study by Pott et al 57 and Similker et al, 17 different approaches should be used to identify risks in organizations, and data from different resources should be integrated to gain a general view into the risks of a system.
We have no standard answer as to which one of the risk identification tools is a more optimal tool. Each tool is used to identify a range of risks, so the best approach to identify all risks is to integrate retrospective and prospective analysis to understand a broader scope of the risks.
Based on the results of the studies, organizational risks, 8, 26, 31, 45, 59 technological supports, 8, 31, 34, 40, 45, 60 and information and communication, 8, 31, 34, 40, 55, 59 were identified as the most important resources of risk in most studies, so treatment of these risks is of high importance in the executive levels of HCOs.
In today's world, when being faced with healthcare organization risks, managers have realized the need to develop a risk management framework at the organization level. According to the second and third questions of this study provides a state of the art based on the review of studies and it tried to propose a framework for risk management and techniques applicable to each of the stages of risk management and risk assessment in executive levels of HCOs. The term "framework" has a broader scope than the term "technique." The risk management framework includes guidelines for analyzing, assessing, and managing risks in healthcare organizations. In contrast, management, and risk assessment techniques considered as analytical tools for analyzing data and risk information.
In general, the risk management framework has required stability, but there is no strong and complete risk assessment and risk management techniques that can be applied completely for risk management in organizations, and managers of healthcare organizations must make the decisions necessary to determine the optimal tool for risk management and assessment at each time and based on specific conditions and position of the organization. Therefore, Table 5 presents limitations, strengths and weaknesses and factors influencing the selection of each of the models for risk management and risk assessment in executive levels of HCOs. Therefore, the content of this table can help risk analysts, healthcare managers and other stakeholders to make rational decisions about identifying risk management and risk assessment models in executive levels of HCOs.
According to the results of the studies, there was a wide range of well-known and successful tools for single and combined risk assessment and a hierarchy of risk analysis models suggested for executive levels of HCOs.
Hierarchy of risk analysis and risk assessment models divided:
High-level tools: At this level, risk assessment tools cover a wide range of risk scenarios and provide various information for the organization based on risk scenarios. However, such tools should not be used when the details need to be emphasized in risk assessment. Some risk assessment tools employed at this level are All the combined models presented in Table 5 for analysis and risk assessment, 30, 35, 38, 40, 42, 43, 45, 50, 52 Six Sigma, 43,45 IRMAS, 59 CREA (Clinical Risk and Error Analysis). 35 Mid-level tools: Implementing risk assessment tools at this level makes it possible to provide the modest information and details for the organization considering risk scenarios. Some risk assessment tools employed at this level are Health failure mode and effect analysis (HFMEA), 25, 42, 50 HFMEA/FMEA/FMECA, 8, 25, 26, 28, 30, 37, 38, 49 root cause analysis (RCA), 38, 43, 50 bow-tie model, 48, 51 hazard and operability analysis (HAZOP). 35 Low-level tools: At this level, risk assessment tools evaluate the limited range of risk scenarios, but with more details for the organization. Some risk assessment tools employed at this level are: Preliminary risk analysis method (PRA), 34 fault tree analysis (FTA), 54 change risk assessment model (CRAMS), 46 change analysis (CHA), 46 human reliability assessment (HRA), 8 Pareto analysis (PA), 26, 30 relative ranking/risk indexing (RI), 32,60 5 whys technique, 8, 36 hazard checklists (HCl), 35 change analysis (CA), 28 strategic risk analysis (SRA). 31 Optimal implementation of the risk management process is nothing but the adoption of the most appropriate techniques and tools available in each phase. However, there is no strong and complete risk assessment and risk management techniques that can be applied completely for risk management in organizations, and managers of healthcare organizations must make the decisions necessary to determine the optimal tool for risk management and assessment at each time and based on scope of risk analysis, legal requirements, results/information needed data, resources and time available, complexity and size of risk analysis and type of activity or system and concerning issues. As a general rule, the best risk management tool is to overcome the participants' mental judgment.
Ferdosi et al
Most of the models extracted from the results of the study were somewhat similar and presented the same components. The three main factors that were found in all risk management models included measurement, management, and monitoring. Therefore, based on the results of the studies and the nature of healthcare organizations, the risk management process had one primary phase and four main phases. In the primary phase, the objectives and prerequisites for risk management are set out for execution. The main phases are as follows: Risk assessment (identifying potential risks, determining the likelihood and consequence of the identified risk and determining the level of the risk), risk treatment (how to reduce the impact of unacceptable risks and selecting appropriate responses to them), monitoring and reviewing (effectiveness of measures) and the latest activity of the process of communication and consultation with the stakeholders on the trend have been carried out.
The proposed framework of this study is very similar to the iso13000 framework, with the difference that more details are provided in the framework of the present study. The ISO13000 approach describes the organization's risk management in a comprehensive, strategic, and holistic way. 45 Also, the model developed in the present study has several specific features compared with the previous models: 1) In the present research it was tried that the research literature be integrated in the field of risk management and provide a framework that is more comprehensive; 2) According to the search strategy, all risk management frameworks of healthcare organizations and organizations adaptable with healthcare organizations were examined and there was no particular dependence on the specific industry and from this perspective, they have more advantages compared to some frameworks that were established regarding a specific industry; 3) The proposed framework is provided based on the internal and external flows dominant on healthcare organization. Managers of healthcare organizations today need a structured and coherent approach to identify, analyze, and manage risk across a range of intra-and inter-organizational activities; 4) With the establishment of the proposed model in the organization, the basic assumptions dominant on healthcare organizations are examined in specific time periods and, if necessary, continuous improvement in healthcare organizations is done in a dynamic cycle.
Regarding the status of healthcare organizations in establishing each of the main phases of the proposed risk management framework, studies have identified and evaluated the risk, and the treatment phase and risk monitoring were neglected in most studies. However, risk management should be done throughout the life of the organization. New risks need to be identified and managed at every stage of the organization's life. Also, based on Table 5 , most studies were not done at the phase of risk assessment, process mapping, and cause identification. While many system mapping approaches have been widely used in various industries, healthcare organizations have only used a limited number of them to process mapping. 62 Each process mapping tool has a specific application, and managers and professionals should use the most useful of them to identify sources of risk in healthcare organizations. The most important phase, guiding the risk management process, and determines the main policies in risk management is the phase of planning and setting objectives, which is done incompletely in most studies. Risk managers should pay great attention to risk planning; obviously, if this is not done in a fully transparent manner, the execution of risk management will be subject to some uncertainty. 43, 46 Based on the results of Table 5 , in most studies (89.6% of studies), risk management attitude was prospective and in few studies, each of prospective and retrospective risk management approaches was emphasized. Whereas, based on the results of the Kessele-Habraken et al study, the integration of prospective and retrospective analysis is important in improving the safety and optimization of organizational processes. 58 As we proposed, information about incidents and their retrospectively reported frequencies could be used as a reference point in the prospective analyses, which might facilitate frontline staff in the risk assessment. Conversely, prospectively developed failure scenarios could be used as guideline for retrospective.
Further Research Avenues and Limits
In this study, a framework for the execution of risk management in the executive levels of HCOs was proposed. Like any other management framework, successful implementation of the organization RM framework in executive levels of HCOs necessitate organizational commitment, establishing a stimulating culture, accurate planning, stakeholder engagement, strong and effective management, and use of available resources to implement the stages. Based on the results, it can be suggested that studies of risk management are increasing over time; however, there are still new cases that need further investigation and researches, some of which are mentioned below.
1. Studies evaluating the effectiveness of risk management frameworks were very scarce and the effectiveness of risk management models should be examined in the future. 2. The amount of outcome studies was not significant with respect to the investigated period (2000) (2001) (2002) (2003) (2004) (2005) (2006) (2007) (2008) (2009) (2010) (2011) (2012) (2013) (2014) (2015) (2016) (2017) (2018) .
The outcome of most studies was also partial and lacks the necessary comprehensiveness. In most studies, the identification and assessment of risk were dealt with, and the phases of risk treatment and monitoring was neglected. Future studies, therefore, need to be implemented with a holistic view of the risk management process in healthcare organizations. 3. In most studies, the sample size was very small, and risk management was performed at a micro level in the healthcare organization and organizations adaptable with the terms of healthcare. Therefore, the risk management needs to become dominant in a more comprehensive way and in larger-scales in the healthcare organization.
4. Based on the results, various tools have been identified to achieve the risk management framework at different phases. The variety of the materials collected, together with the limited evidence for each topic, make it difficult to come to general conclusions, so it is necessary to conduct a cost-benefit analysis of risk assessment techniques. 5. In this study, risk sources have been identified theoretically and for staff areas of healthcare organizations and some risks may not have been identified, although maybe a significant threat to the health system. Therefore, we cannot claim that this framework can be extended to other organizations in the health system. 6. The volumes of the most studies of risk management in healthcare organizations are related to risk assessment, so it is recommended that all future phases of risk management in healthcare organizations be established. 7. For some phases of organization risk management, there were only conceptual studies; therefore, a feasibility study is needed to effectively implement various phases of RM in organizations. 8. Development of the organization RM framework for other areas of healthcare, development of advanced technological solutions to facilitate risk assessment, development of tools or criteria for effective and efficient implementation of organization RM frameworks, managers' perceptions of organization RM frameworks are factors which should be considered for further research.
One limitation of this study was that the number of findings in the systemic review was dependent on the selection of keywords and input/output criteria. Therefore, more models can be extracted for organizational risk management. Also, non-English studies were not included and there may, therefore, be a bias towards inclusion of studies performed in English-speaking countries. In addition, articles were exclusively selected from journals, hence, other parts of literature, such as books, book sections, and gray literature were excluded from the process as journal articles are readily available in journal databases and are usually used as a mean of scientific communication.
Despite these limitations, this study has several strengths. First, all models of risk management and evaluation in healthcare organizations and organizations that could be modeled for the executive levels of the HCOs were examined in this study. Second, this paper contributes to the field of risk management research in healthcare. Third, the tools and techniques for risk assessment and management that are applicable to staff areas of healthcare organizations are mentioned.
Conclusion
Based on the findings and considering the ISO31000 model, a comprehensive yet simple framework for risk management is developed for the executive levels of HCOs. It includes five main phases: establishing the context, risk assessment (risk identification, risk analysis, and risk evaluation), risk treatment (strategy determination, designing corrective actions, planning, and implementation), Monitoring, and review, and communication and consultation. Tools and techniques were also suggested for use at each phase of the proposed risk management framework. These techniques have been selected to best apply to nonclinical risks in healthcare organizations. Managers of healthcare organizations who seek to ensure high quality should use a range of risk management methods and tools in their organizations, based on their need, and not assume that each tool are comprehensive.
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